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 

Abstract: Blockchain technology has seen adoption in many 

industries and most predominantly in finance through the use of 

cryptocurrencies. However, the technology is viable in 

cybersecurity. This paper looked at several use cases of 

Blockchain in the cybersecurity industry as envisioned by 30 

researchers. It found that most researchers are concentrating on 

the adoption of Blockchain to protect IoT (Internet of Things) 

devices, networks, and data. The paper examined the ways 

highlighted by previous researchers through which Blockchain 

can afford security to the three problematic areas in IT. Lastly, the 

paper recommended that future researchers focus on a single 

Blockchain on which to develop cybersecurity applications to 

allow for integration and uniformity among solutions.  
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I. INTRODUCTION 

Blockchain is a revolutionary technology set to change the 

future of computing and disrupt several industries with more 

innovative solutions. It is open, immutable and distributed 

thus practically applicable in many environments. The 

technology gained massive appeal from the rise of 

cryptocurrencies but it sees applications in many other sectors 

other than finance. Blockchain can be loosely translated as 

several cryptographically chained blocks
1
. A block refers to a 

data structure with three components; data, the hash of the 

previous block, and the hash of the data and previous hash
2
. 

Therefore, there is an order of dependency between blocks 

that can be used to ensure the integrity of the whole 

Blockchain
3
. Should the data in any of the blocks change, its 

hash will be changed as well. This will lead to a spiral effect 

where the hashes of the subsequent blocks will become 

invalid. This is why transactions on the Blockchain are 

immutable
4
. This infrastructure can be highly beneficial in 

offering cybersecurity solutions in problematic areas such as 

IoT devices, networks and data storage and transmission.  

II.  THEORY 

The blocks in a Blockchain can never be modified since doing 

so will affect the integrity of all the subsequent blocks. This 

stringent Blockchain architecture implies that caution has to 

be taken when adding blocks to the chain to ensure that there 

will not be a need to change it later one. The following 

diagram illustrates a block diagram: 

 

 

 

 
 

 
Fig 1. A block diagram 

A node in the Blockchain network can add a new block by 

broadcasting it to the other nodes and allowing them to see the 

entire Blockchain at the given time. Once a block has been 

written and is to be added to the Blockchain, the other nodes 

have to come to a consensus
5
. There are two main consensus 

algorithms, proof of work (PoW) and proof of stake (PoS). A 

proof of work consensus entails the validation of a block by 

nodes showing that they have done some work and come to an 

agreement of the results
6
. The work is usually a set of complex 

calculations whereby nodes agree on the correct answer 

before appending a block to the Blockchain
7
. This is done by 

miners and requires a lot of computation power. In the proof 

of stake consensus, nodes prove that they own stake on the 

Blockchain thus approve of the addition of the new block to 

the Blockchain. This is done by owners of a stake in the 

Blockchain and is not necessarily resource-intensive in terms 

of computation power
8
. The following is an example of a 

PoW consensus algorithm: 

1. The network bundles transactions from users in a 

memory pool 

2. Miners race to verify each transaction in the pool 

a. Solve a complex puzzle to verify 

transaction 

b. Submit answer to the network to verify 

i. If Correct then 

 Broadcast correct answer to 

other miners 

ii. Else 

 Redo calculation 

3. First miner with correct answer gets rewarded 

4. The memory pool is verified and added as a block to 

the Blockchain 

The flowchart for the algorithm is as follows: 
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Fig 2: A flowchart of the PoW consensus algorithm 

Another important feature in Blockchain is the distributed 

model of recordkeeping. Nodes in a Blockchain network can 

store all the data in the network if they want to. Many nodes 

do this as it is essential during either for consensus or 

reference purposes. This ensures that there is no centralized 

storage of data
10

. Any adversary that tries to compromise the 

Blockchain has to compromise a large percentage of the 

nodes that store the decentralized pieces of data. This is 

because the network checks the blocks of data stored in 

decentralized locations to find out the ones that differ from the 

rest. Normally, the majority has the correct or 

uncompromised data. The advanced features in Blockchain 

make it ideal for today’s cybersecurity needs. 

One of the ways Blockchain can be integrated into 

cybersecurity is for the development of tools that can prevent 

fraud and identity theft. Users are constantly facing the threat 

of unauthorized access to and modification of data. This is 

because many users have centralized data storage. It is 

therefore easy for a hacker to breach the data storage location 

and change the data with malicious intents. Blockchain 

prevents such cases with its distributed storage of data. 

Sensitive data such as election results could, therefore, be 

stored in millions of computers whereby each will have a copy 

of the data. Unless the hacker can compromise a significant 

number of computers with the copies of data, the breach and 

modification of just a few computers will not affect the rest of 

the data in the network. Similarly, Blockchain can be used to 

deter identity theft. As explained by NASDAQ, today's data 

theft incidents are caused by poor data management
11

. 

Customers are often required to disclose more than necessary 

information to get services from many companies. These 

companies promise to keep the data safe but hackers usually 

end up finding exploitable security gaps and infiltrating the 

data storage locations. Blockchain can prevent identity theft 

by verifying that a customer is who they claim to be through a 

decentralized identity system. This can be achieved through a 

universal system where all organizations can verify the 

identities of customers without necessarily having them 

transfer their sensitive details. This will reduce the possibility 

of compromise and make it expensive for hackers to steal user 

data.   

III. METHODOLOGY 

This research will use the qualitative analysis of secondary 

data to evaluate the applicability of Blockchain technology in 

today's cybersecurity industry. It will focus on a 2019 study 

done by Taylor et al. that reviewed 30 recent research studies 

on Blockchain cybersecurity use cases. The paper will focus 

on two aspects of all the highlighted papers. To begin with, it 

will look at the latest implementations of the evolving 

Blockchain technology in cybersecurity. Second, it will look 

at the methods available for deploying Blockchain 

cybersecurity solutions. The main takeaways from the 

research findings and recommendations from the analyzed 

papers will be used to form a discussion on how Blockchain 

can afford security in today’s IT user environments. 

IV. RESULTS AND DISCUSSION 

The assessment of the 30 studies showed that Blockchain 

was more viable in IoT, network and data storage security. 

The pie chart below summarizes the findings whereby IoT, 

network, data, public key infrastructure (PKI), and data 

privacy claim most of the recent Blockchain security 

implementations: 

 
Fig 3: Most-researched Blockchain security application 

areas
9
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The focus of Blockchain IoT security is understandable 

since there are currently 9 billion such devices. These devices 

have weak security configurations and many are being hacked 

and recruited into botnet networks. One such botnet network 

comprised of IoT devices is the Mirai Botnet which has been 

used with high rates of success against big targets such as Dyn 

DNS, one of the Internet's largest domain name resolution 

companies
12

. Therefore, many security researchers are 

looking at ways in which these devices can be secured through 

Blockchain. Data storage is the second popular concentration 

of Blockchain cybersecurity research. This is because of the 

increased data theft cases where hackers have been able to 

exfiltrate data belonging to billions of users from companies. 

For instance, the cyber breach of 2014 on Yahoo led to the 

theft of data belonging to three billion users
13

. Therefore, 

security researchers are taking interest in finding Blockchain 

security solutions for data storage spaces including cloud 

platforms. It can also be seen that researchers are exploring 

the application of Blockchain in securing networks. Most of 

the research in these areas is around authentication since 

current network security measures such as security through 

WPA encryption can be compromised. Lastly, there is 

significant attention towards Blockchain security solution for 

data privacy. Most of the studies are evaluating ways of 

protecting personally identifiable information through a 

universal Blockchain authentication scheme. This will negate 

the need for users to send their information to organizations, 

instead, the organizations will authenticate users via the 

Blockchain. 

 The second focus of the research is how the Blockchain 

technology can be used to improve cybersecurity. Even 

though the existing security solutions offer commendable 

levels of protection to IT resources, they are still prone to 

failure. This is because most security tools are deployed to 

operate independently when securing an IT resource. As has 

been the case with attacks such as DDoS (Distributed Denial 

of Service), hackers can target a single security solution, put it 

out of service and then proceed to attack the now-exposed IT 

resource. Researchers on the ways through which Blockchain 

can help improve the current levels of security anchor their 

arguments on the increased ability of distributed security tools 

to be better off at offering protection than a single tool.  

Going by the information provided by the pie chart above, 

the main focus of many researchers is how Blockchain can 

improve the security afforded to IoT devices, data, and 

networks. In IoT networks, the leading security threat is 

unauthorized access and control of the devices. Blockchain 

security solutions can help manage access control and data 

sharing for all IoT devices more effectively. A Blockchain 

security solution could be set up to ensure reliable user 

identification, authentication, and data transfer. It could work 

by keeping distributed records about the trusted historic 

connections and sessions to prevent unauthorized access. 

New connections could be set to be allowed only if a 

significant number of the historic connections vote or verify 

the new user. Therefore, an IoT device such as an IP camera 

in a house will only grant access to trusted devices of the 

household. If a hacker tries to access the camera, the 

Blockchain solution will prevent access until the majority of 

the trusted devices vote to allow the hacker to access the 

camera.  

In data security, the researchers identified that the biggest 

weakness is the existence of a single point of failure or 

compromise. This leads to data theft, modification or loss. 

The security researchers discussed that Blockchain could be 

used to ensure data security through its stringent 

infrastructure. Since each block of data shared will be hashed 

and connected to the next block, it will be impossible for third 

parties to modify it. Since only the two parties in the 

communication will be able to read and manipulate the data, 

any stolen data will be unusable and third parties will also not 

be able to modify it. Concerning networks, the security 

researchers identified that the Blockchain technology can be 

used to offer clustered network security hence preventing 

unauthorized connections and communication. 

 The use cases discussed demonstrated the increasing 

viability of the Blockchain technology in cybersecurity
14

. 

Even though there were other areas explored, the three 

highlighted areas are most vital in the modern IT 

environment. They show that Blockchain could potentially 

seal challenging security loopholes that are beyond the scope 

of conventional security tools. 

V. CONCLUSION 

Blockchain technology continues to evolve and find more 

use cases in the modern world. One of the viable areas where 

it has been studied and applied is cybersecurity. The 

Blockchain infrastructure makes it highly practical in 

addressing the existing security challenges in areas such as 

IoT devices, networks, and data in transmission and storage. 

The paper has evaluated the applicability of the Blockchain 

technology from the perspective of 30 researchers reviewed 

by Taylor et al. It has been observed that most Blockchain 

security researchers are concentrating a lot on the adoption of 

Blockchain security for IoT devices. Alongside this, other 

major areas of Blockchain security are networks and data. As 

observed in the discussion, the Blockchain technology can be 

used to secure IoT devices through more reliable 

authentication and data transfer mechanisms. These can 

prevent hackers from breaching into these devices which 

often ship with poor security configurations. The technology 

can also be used to secure networks by using the stringent 

infrastructure to prevent unauthorized connections and 

communication
15

. Lastly, Blockchain can secure data in 

transmission and storage through encrypted blocks which can 

only be opened by the communicating parties and are not 

prone to manipulation. More use cases are being studied but 

these three have taken center stage. It is recommended that 

future researchers look into the practicality of a single 

Blockchain that can be used to develop security solutions 

since most of the current solutions use different Blockchains 

hence hampering integration.  
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